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Abstract - The purpose of the study was to design, 
implement and enhance the security features of 
Automated Teller Machines (ATMs) in Namibian 
perspective. In this study, fingerprint data and PIN 
number details were combined in order to improve the 
security of the ATM system. The fingerprint miniature 
extraction algorithms as well as fingerprint matching 
algorithms were used in this study. The sample of 
fingerprints used in this research were obtained from 
FVC 2000, FVC 2002 and FVC 2004 databases. The 
programming language used to develop and improve the 
fingerprint extraction and matching algorithm was C#. 
The proposed mechanism showed better results as 
compared to the existing ATM security systems. The 
false rejection rate (FRR) as well as the false acceptance 
rate (FAR), were significantly reduced. The average 
delay to complete the transaction at an ATM using the 
proposed mechanism was slightly increased due to the 
augmented security. However, in the Namibian context, 
the delay is not a major concern as compared to the 
security that would have been improved 
Keywords - Automated Teller Machine (ATM), 
Biometrics, Personal Identification Number 
(PIN), Fingerprint, False Rejection Rate (FRR), 
False Acceptance Rate (FAR), Delay.  
 
1. INTRODUCTION 
In recent years, the use of biometric authentication 
systems has been increasing (Amin, Chong, 
Hashim & Chizari, 2015). Amin et al. (2015) 
further noted that biometrics provides best 
authentication as compared to other methods. The 
purpose of this research study was to design, 
implement and enhance the ATMs’ security 
features in Namibian perspective.  
Despite the fact that Africa is one of the continents 
with an increasing number of ATM fraud, few 
studies aimed at improving the ATM security 
systems have been conducted (Amin et al., 2015). 
Implementing biometric based authentication 
technologies is one of the possible solution to the 
problem. In this study, a multi-level authentication 
approach which implements both PIN number 
based authentication technique and the fingerprint 
recognition method, as a means of enhancing the 
security of the ATM systems at Namibian ATMs, 
was explored. This approach was chosen in order to 
overcome the weaknesses of the fingerprint 
approach on its own and those of the PIN number 
based approach on its own but at the same time 
taking the advantages of each approach in order to 
come up with an enhanced ATM security system 
(Ratha, Connell & Bolle, 2001).  
According to Malviya (2014), biometrics systems 
is the fastest growing authentication method which 
is based on the people’s physiological 
individualities. Furthermore, Malviya (2014) noted 
that the most accurate and reliable biometric 
authentication method is fingerprint system. 
However, as was highlighted in the above 
paragraph, in this research study, ATM card user 
authentication is achieved by combining the 
fingerprint and PIN number details. Using this 
approach, even if a fraudster steals the ATM card 
and the PIN number, it will be very difficult to steal 
the fingerprints as well. Unlike when using 
magnetic stripe based ATM cards only, once a 
fraudster gets the ATM card data and PIN number, 
he/she can have access to a victim’s funds.  
Fingerprint based ATM card system that use 
smartcard technology to embed fingerprint data on 
the card is considered to be a more secure approach 
(Li, Niu, Maa, Wanga & Liu, 2011). This is true 
because smart cards provide a secure and portable 
way of storing biometric data. Since both PIN 
numbers and fingerprint data will be stored inside 
the smart card chip, authentication will be done 
locally at the ATM machine and hence make the 
process a bit faster even though a multi-level 
authentication process is involved.  
According to Mohammed (2011), the advantages of 
using biometric authentication are high security 
and convenience. Among the various biometrics 
technologies available today, fingerprint 
recognition seems to be more suitable to implement 
on smart card systems (Li et al., 2011). However, 
authentication systems that only depend on 
fingerprint recognition are not totally reliable. That 
is why in this study, there is need to combine both 
the PIN number and the fingerprint details in order 
to enhance the security of ATM systems.  
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According to Mohammed (2011), fingerprint 
recognition process is sometimes not accurate due 
to the fact that the accuracy of the digital image 
processing depends on many factors such as: 
 The type of the image capturing device used; 
 The amount of lighting intensity which hits the 
digitized object;  
 The accuracy of the image segmentation 
algorithm used as there is no unique 
segmentation algorithm that fits all situations 
(Malviya, 2014); 
 A fingerprint recognition system may fail to 
recognize fingerprints of dirty or greasy hands 
(Oko & Oruh, 2012); 
 It is possible that fraudsters can extract and 
print the victim’s fingerprints using waxy or 
plastic materials which can, in turn, be used to 
activate the fingerprint at an ATM machine 
(Mohammed, 2011); 
 The varying angles at which finger tips are 
pressed onto a fingerprint recognition system 
increases the number of false rejections 
encountered by the system (Ravi, Raja & 
Venugopal, 2016). 
As a result of the above mentioned limitations of 
stand-alone fingerprint recognition systems, it is 
imperative to combine fingerprint data with some 
other ATM card authentication method so as to 
advance the security of the ATM system. In this 
study, PIN number details and the fingerprint 
details have been used together in order to enhance 
the security of ATM systems in Namibia. 
2. LITERATURE REVIEW 
Typically, fingerprints are made up of series of tiny 
ridges and valleys that are found on the surface of 
the finger (Shinde & Bendre, 2015). A fingerprint 
is an individual’s distinctive identity which is 
unique. Since the introduction of fingerprint 
technology in the 18th century, there have been no 
two individuals found with the exact fingerprint 
pattern, even in identical twins (Sivasankari & 
Muthukumar, 2016). Generally, most researchers 
have found out that the patterns on fingerprints are 
not changed throughout the entire life of a human 
being (Shinde & Bendre, 2015).  This means that 
the fingerprints of an individuals will remain the 
same from birth until at old age. As a result, this 
unique characteristics of fingerprints makes it 
suitable to use fingerprint authentication systems in 
many access systems around the world (Shinde & 
Bendre, 2015). Generally, fingerprints have 
minutiae features, which are the small structures 
that are most important for fingerprint recognition. 
These small features are useful in matching a 
fingerprint to a specific person. The most 
commonly used features to identify individuals are 
short ridges, ridge ending and bifurcation (Malviya, 
2014). 
In the past years, a wide variety of biometrics have 
been used such as face recognition, iris recognition, 
fingerprint recognition, voice recognition, signature 
and hand geometry (Moses & Ignatius, 2012). 
According to Moses and Ignatius (2012), there are 
devices used to recognise even blood vessels 
biometrics. Authentication with biometrics has 
major advantages that it cannot be shared, lost, 
transferable, stolen, forgotten or borrowed 
(Mohammed, 2011). In addition, biometric 
authentication has high security and convenience. 
Furthermore, Mohammed (2011) noted that 
biometrics cannot be forged easily and is always 
available with the person. In most cases, biometrics 
is used for access systems in hospitals, schools, 
government, banks and many different 
organisations. Amongst the different types of 
biometrics available to date, the most common 
used biometric is fingerprint (Bansal, Sehgal & 
Bedi, 2011; Moses & Ignatius, 2012).  
Praveen, Balaji and Chakravarthy (2012), 
researched on an innovative method for improving 
the ATM security by using a combination of 
biometrics and smart cards. In their proposed study, 
the biometric template was stored in the central 
database as well as the memory of the smart card. 
This study was conducted in India and the 
researcher has an opinion that it is necessary to 
conduct the study in Africa as well.  
In another separate study, Oko and Oruh (2012) 
proposed improving the transactions of ATMs by 
using biometrics technology. In their study, they 
used fingerprints details of customers to 
authenticate users at ATM machines. The major 
objective of the study was to develop an ATM 
simulator based fingerprint verification prototype 
system that reduces frauds at ATM machines. The 
experimental tests which were carried out by Oko 
and Oruh (2012) showed that the biometric ATMs 
are practicable and they can actually be used in real 
life situations. They also further noted that 
biometric authentication methods is one of the most 
secure and reliable technology that can be used at 
ATMs. In addition, they noted that fraudsters can 
match everything but it will be very difficult to 
match the fingerprints of other people. 
Madu and Madu (2002) noted that most customers 
who uses ATMs will not be happy if the security of 
those ATMs is not up to standard. Roli, Priti and 
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Punam (2011) also noted that most banks do not 
educate the customers about how to remain safe 
when transacting at ATMs. They further stated that 
most of the customers are victims of ATM frauds 
because they are not aware of any measures that 
they should take in order to protect their funds. 
They pointed out that it is the responsibility of the 
banking institutions to ensure that its clients are 
well educated about the related ATM crimes 
happening around the world. Obiano (2009) 
pointed out that some banks will give ATM cards 
to people without looking at the level of education 
of those individuals. Obiano (2009) and Roli et al. 
(2011) were of the same opinion that lack of proper 
education to customers on ATM frauds will allow 
the fraudsters to keep on tricking the innocent 
customers of their hard earned money. Obiano 
(2009) further noted that the customers might end 
up refraining from using ATM cards if the rate of 
ATM frauds continues to increase without proper 
solutions being implemented.  
Over the past decades, several studies has been 
done on improving security systems in the ATMs 
by making use of biometrics and various 
technologies. However, only limited studies have 
been conducted on combining fingerprints and 
smart cards as a way of enhancing the security 
systems at ATMs. Those studies that combined 
biometrics and smartcards did not make use of the 
matching algorithms and they have recommended 
them for future studies. This has left the gap that 
the current study has filled.  
3. MATERIALS AND METHODS 
The fingerprints matching and extraction 
algorithms were designed using C# programming 
language. Microsoft visual studio 2017 IDE was 
used in this research. The fingerprints which were 
used for evaluating the proposed algorithms were 
obtained from FVC 2000, FVC 2002 and FVC 
2004 databases. Each set of the database is 
comprised of 80 fingerprints. Therefore, the total 
fingerprints used in this research were 240 
fingerprint templates. The efficiency of the 
proposed model was measured in terms of delay, 
FAR and FRR. Medina-Pérez et al. (2016) defined 
delay as the time it takes to extract and match 
fingerprint miniature features. FAR is defined as 
the degree of the possibility that the biometric 
system will incorrectly accept a user who is not 
enrolled in the system (Oko & Oruh, 2012). FRR is 
defined as the degree of the possibility that the 
biometric system will incorrectly reject a user who 
is enrolled in the system (Oko & Oruh, 2012). 
3.1 Model overview 
In the proposed model, the users’ fingerprint data is 
captured during enrolment and the PIN number 
associated with the customer is automatically 
generated. The fingerprint data as well as the PIN 
number details is stored in the smart card memory. 
The overall authentication process was done in 
three steps as shown in the Figure 1. 
 
 
Figure 1: Overall authentication process 
 
The Figure 2 illustrates the overall system flow chart. 
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Figure 2: Overall system flow chart. 
 
3.2 Fingerprint matching algorithms using 
miniature features 
 
The miniature features from all the fingers are 
used to make a new template that will be used for 
matching. This means that all the miniature 
points from the ten fingers are extracted (Sahu & 
Shrivas, 2014). This new template is then stored 
in the database or in the smart card memory chip. 
The equation 1 below represents the number of 
miniature features. The equation can be 
described in detail as follows. In the equation, we 
assume T and Q as the vectors which is 
representing the miniature points of the 
fingerprints. These are the vectors which 
subsequently form the fingerprint template that 
will be used for matching. Every item of these 
vectors is representing a fingerprint miniature 
point. Generally, the miniature points in the 
equation are represented by x, y and Ɵ.  
 Where x and y represent the location of the 
miniature points.  
 And Ɵ represents the angle of the 
miniatures.  
Assuming that the number of miniature points 
that are found in T are m and the number of 
miniature points that are found in Q are n.  
Therefore T  =  ∑m         and       Q  =  ∑n. 
T = m1, m2,……………, mm,                      mi = xi, 
yi, Ɵi, i=1………………….m 
Q = m`1, m`2,…….……, m`ni,                     m`j = 
x`j, y`j, Ɵ`j, j=1…………….n………………(1) 
 
The miniature points represented by mi in T and 
the miniature points represented by mj in Q are 
regarded as matching when the following 
conditions are fulfilled.  
sd (m`j, mi) = √(x`j – xi)2 + (y`j – yi)2  ≤  r0 
dd (m`j, mi) = min (|Ɵ`j - Ɵi|, 360 - | Ɵ`j - Ɵi |) ≤  
Ɵo…………………………………….…(2) 
The rate of false rejection (FRR) is reduced by 
differentiating the coding strategy. The r0 and Ɵo 
are the degrees of error which are used to pay off 
the errors that can occur during feature extraction 
as well as during matching.  
 
3.3 Existing fingerprint miniature matching 
algorithm 
 
The following algorithm represents the M3gl 
miniature matching algorithm by Medina-Pérez et 
al. (2016). The matching algorithm was based on 
length as well as the distances between miniature 
features. 
 
STEP 1: //Declaration of global and local 
variables 
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Defining the Feature Representation. 
Defining the Matches. 
// this algorithm was created to work with 
fingerprint images at 500 dpi.  
Defining the local distance as: LocalDistThr. 
Setting the distance threshold as: 
MTriplet.DistanceThreshold. 
 
 STEP 2: //Listing the miniature features of the 
fingerprint images. 
 
List the Minutia Pair: matchingMtiae; 
Return the matching as: Match (query, template, 
out matchingMtiae); 
       
STEP 3: // Return the matching fingerprints 
template 
MtripletsFeature cMiniature = query as 
MtripletsFeature; 
If (cMiniature.Minutiae.Count < MtiaCountThr and 
tMtp.Minutiae.Count < MtiaCountThr) 
   Return zero; 
Listing the miniature pairs as: MatchingTriplets 
(qMtp and tMtp); 
If (matchingTriplets.Count equal to zero) 
   Return zero; 
List the Minutia Pair of the local Matching Mtia as: 
GetLocalMatchingMtiae (qMtp, tMtp, 
matchingTriplets); 
If (localMatchingMtiae.Count is less than 
MtiaCountThr) 
     Return zero; 
Return minutiaMatches; 
 
STEP 4: // Return fingerprints template not 
matching  
 
Else 
CurrNotMatchingMtiaCount++; 
If (currNotMatchingMtiaCount >= 
notMatchingCount) 
Break; 
 
If (localMatchingMtiae.Count + 
(localMatchingPairs.Count - i - 1) < MtiaCountThr) 
Break; 
 
If (i == localMatchingPairs.Count) 
NotMatchingCount = currNotMatchingMtiaCount; 
globalMatchingMtiae.Add (refMtiaPair); 
Return globalMatchingMtiae.Add; 
Return null; 
 
3.3.1 Proposed fingerprint miniature matching 
algorithm  
 
The following algorithm was based on the M3gl 
miniature matching code by Medina-Pérez et al. 
(2016). This proposed matching algorithm was 
based on length and the distances between 
miniature features as well as the angles between 
miniature features. 
 
STEP 1: //Declaration of global and local 
variables 
Defining the Feature Representation. 
Defining the Matches. 
// this algorithm was designed to work with 
fingerprint images of any resolution type. Unlike 
the matching algorithm by Medina-Pérez et al. 
(2016) which was created to match with the images 
of 500 dpi resolution. 
Defining the local distance as: LocalDistThr. 
Setting the distance threshold as: 
MTriplet.DistanceThreshold. 
 
 STEP 2: //Listing the miniature features of the 
fingerprint images. 
 
List the Minutia Pair: matchingMtiae; 
Return the matching as: Match (query, template, 
out matchingMtiae); 
       
STEP 3: // Return the matching fingerprints 
template 
MtripletsFeature cMiniature = query as 
MtripletsFeature; 
If (cMiniature.Minutiae.Count < MtiaCountThr and 
tMtp.Minutiae.Count < MtiaCountThr) 
   Return zero; 
Listing the miniature pairs as: MatchingTriplets 
(qMtp and tMtp); 
If (matchingTriplets.Count equal to zero) 
   Return zero; 
List the Minutia Pair of the local Matching Mtia as: 
GetLocalMatchingMtiae (qMtp, tMtp, 
matchingTriplets); 
If (localMatchingMtiae.Count is less than 
MtiaCountThr) 
     Return zero; 
Return minutiaMatches; 
 
STEP 4: // Return fingerprints template not 
matching  
 
Else 
CurrNotMatchingMtiaCount++; 
If (currNotMatchingMtiaCount >= 
notMatchingCount) 
Break; 
 
If (localMatchingMtiae.Count + 
(localMatchingPairs.Count - i - 1) < MtiaCountThr) 
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Break; 
 
If (i == localMatchingPairs.Count) 
NotMatchingCount = currNotMatchingMtiaCount; 
globalMatchingMtiae.Add (refMtiaPair); 
Return globalMatchingMtiae.Add; 
Return null; 
        
STEP 5: //Matching the angles of the miniature 
features 
The researcher added the function to match the 
angles of the fingerprints. In the previous matching 
algorithm, matching of the fingerprints was based 
only on the distance and the length of the miniature 
features. 
Defining angles as alpha1, beta2. 
Difference difference1 = Math. Abs (beta2 – 
alpha1); 
Return Math.Min (difference1, 2 * Math.PI - 
difference1) <= ga.Thr; 
 
Minutias.Mtiai = mtiaPair0.Query the Mtias; 
Minutia qMtiaj = mtiaPair1.QueryMtia; 
Return (c.matchingValue == d.matchingValue)?  
0: (c.matchingValue < d.matchingValue)? 1: -1; 
MtiaEuclideanDistance dist = new 
MtiaEuclideanDistance (); 
 
 
3.4 Existing fingerprint miniature extraction 
algorithm 
 
The algorithm below represents the JY feature 
extractor algorithm by Medina-Pérez et al. (2016).  
 
STEP 1: //Setting up the global system variables 
and declarations 
Defining Feature Representation; 
Defining Matches; 
Defining Feature Extractors; 
// this algorithm was created to work with 
fingerprint images at 500 dpi.  
 
STEP 2: Raise an exception if any of the properties 
is not assigned. 
The exception is defined as (=) 
invalidOperationException      
If (MtiaExtractor == null (not assigned) 
         Displays the new InvalidOperationException 
as unable to extract the features. 
If (SkeletonImgExtractor == null) (not assigned) 
       Displays new InvalidOperationException as 
unable to extract the features. 
 
STEP 3: //Extract features from the specified 
image. 
 
The fingerprint features were computed using both 
the minutia list extractor and the skeleton image 
extractor. Furthermore, the methods used to extract 
features were the MtiaExtractor and the 
SkeletonImgExtractor.  
Listing of the minutiae features = 
MtiaExtractor.ExtractFeatures (image); 
The Skeleton Image = 
SkeletonImgExtractor.ExtractFeatures (return the 
image)        
Extracting the Features (minutiae and 
skeletonImg);           
Assigning the descriptors List as the new 
List<JYMtiaDescriptor (); 
 
STEP 4: //Counting the number of miniature 
features 
  If (minutiae.Count > 3) 
//The algorithm will start to extract features if it 
finds at least 5 miniature features. 
    Declaring variables as: var mtiaIdx = new 
Dictionary<Minutia, int> (); 
     For (int i = 0; i < minutiae.Count; i++) 
     For (int i = 0; i < nearest.Length - 1; i++) 
     For (int j = i + 1; j < nearest.Length; j++) 
    descriptorsList.Add (newMTriplet); 
  
STEP 5: //Removing unnecessary features 
descriptorsList.TrimExcess (); 
 
STEP 6: //Compute and store the extracted 
images; ready for matching 
 Return the new JYFeatures in (descriptorsList); 
Getting the nearest features as: GetNearest 
(List<Minutia> minutiae, Minutia query) 
      Computing the distances of miniature as: 
distances = new double [neighborsCount]; 
               Distances[i] = double.MaxValue; 
                MtiaEuclideanDistance dist = new 
MtiaEuclideanDistance (); 
                          If (CurrentDistance < distances 
[MaxIdx]) 
                        Distances [MaxIdx] = 
CurrentDistance; 
 
3.4.1 Proposed fingerprint miniature extraction 
algorithm  
 
The researcher has included the angles between 
miniature features in developing the proposed 
algorithm. Therefore the parameters used in the 
proposed extraction algorithm were the length of 
the miniature features, the distance between the 
miniature features and the angles between the 
miniature features. The angle between the 
miniature features was added by the researcher in 
order to improve on the accuracy of the algorithm. 
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STEP 1: //Setting up the global system variables 
and declarations 
Defining Feature Representation; 
Defining Matches; 
Defining Feature Extractors; 
// // this algorithm was designed to work with 
fingerprint images of any resolution type. Unlike 
the matching algorithm by Medina-Pérez et al. 
(2016) which was created to match with the images 
of 500 dpi resolution. 
 
STEP 2: Raise an exception if any of the properties 
is not assigned. 
The exception is defined as (=) 
invalidOperationException      
If (MtiaExtractor == null (not assigned) 
         Displays the new InvalidOperationException 
as unable to extract the features. 
If (SkeletonImgExtractor == null) (not assigned) 
       Displays new InvalidOperationException as 
unable to extract the features. 
 
STEP 3: //Extract features from the specified 
image. 
 
The fingerprint features were computed using both 
the minutia list extractor and the skeleton image 
extractor. Furthermore, the methods used to extract 
features were the MtiaExtractor and the 
SkeletonImgExtractor.  
Listing of the minutiae features = 
MtiaExtractor.ExtractFeatures (image); 
The Skeleton Image = 
SkeletonImgExtractor.ExtractFeatures (return the 
image)        
Extracting the Features (minutiae and 
skeletonImg);           
Assigning the descriptors List as the new 
List<JYMtiaDescriptor (); 
 
STEP 4: //Counting the number of miniature 
features 
  If (minutiae.Count > 3) 
//The algorithm will start to extract features if it 
finds at least 5 miniature features. 
    Declaring variables as: var mtiaIdx = new 
Dictionary<Minutia, int> (); 
     For (int i = 0; i < minutiae.Count; i++) 
     For (int i = 0; i < nearest.Length - 1; i++) 
     For (int j = i + 1; j < nearest.Length; j++) 
    descriptorsList.Add (newMTriplet); 
  
STEP 5: //Removing unnecessary features 
descriptorsList.TrimExcess (); 
 
STEP 6: //Compute and store the extracted 
images; ready for matching 
 Return the new JYFeatures in (descriptorsList); 
Getting the nearest features as: GetNearest 
(List<Minutia> minutiae, Minutia query) 
      Computing the distances of miniature as: 
distances = new double [neighborsCount]; 
               Distances[i] = double.MaxValue; 
                MtiaEuclideanDistance dist = new 
MtiaEuclideanDistance (); 
                          If (CurrentDistance < distances 
[MaxIdx]) 
                        Distances [MaxIdx] = 
CurrentDistance; 
 
//STEP 7: This step was included as an 
improvement to the existing algorithm by the 
researcher. Angles between the miniature features 
were included to improve the accuracy of the 
algorithm. The different angles of the miniature 
features were computed and combined with the 
distance between the miniature features of each 
fingerprint.  
Defining different angles as diff1, diff2 and diff3; 
representing angle 1, angle 2 and angle 3 
respectively.  
Each angle defined as = Angle.DifferencePi. 
 
If (angle 1 <= angle 2 && angle 1 <= angle 3) 
                 Angle = angle.Neighboors + angle 1 / 2; 
If (angles > 2 * Math.PI) 
                Angle -= 2 * Math.PI; 
Else if (angle 2 <= angle 1 && angle 2 <= angle 3)  
               Angle = angle.Neighboors + angle 2 / 2; 
If (angle > 2 * Math.PI) 
              Angle -= 2 * Math.PI; 
Else 
             Angle = angle.Neighboors + angle 3 / 2; 
If (angle > 2 * Math.PI) 
             Angle -= 2 * Math.PI; 
Return the angles; 
 
 
4. RESULTS AND DISCUSSION 
 
The experiments that were done on the proposed 
algorithm were outlined in this section. 
Furthermore, the results of the proposed algorithm 
were presented. The proposed algorithms were 
evaluated based on the FRR, FAR and delay. The 
results of the proposed algorithm were compared 
with the previous results from existing algorithms 
to outline the improvements which have been done 
by the researcher. A total of 240 fingerprints 
extracted from the FVC 2000, FVC 2002 and FVC 
2004 databases were used.  
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Fingerprint matching experiments  
 
The Figure 3 represents the form that was designed 
to perform the fingerprint feature extraction as well 
as the matching algorithms. 
  
 
 
Figure 3: Fingerprint matching experiment 
 
Experimental evaluation 1 
 
The first experiment was done using the FVC 2000 fingerprints database. The proposed algorithm was used to 
extract the fingerprint features as well as to match the fingerprints. The results of the proposed algorithm were 
measured in terms of the FRR, FAR and delay. The results obtained are as shown in the Figure 4. 
 
 
 
Figure 4: Experimental evaluation 1 of the proposed algorithm  
The results from the Figure 4 indicate that the FRR 
and FAR of the proposed system was 0.101% and 
0.0499% respectively. The average matching time 
using the proposed algorithm was found to be 
11.21ms.  The results showed that the proposed 
algorithm by the researcher has been improved 
since the both the FAR and the FRR rates have 
been significantly reduced.  
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The proposed algorithm by Medina-Pérez et al. 
(2016) produced the FRR and FAR of greater than 
0.5% and 0.1% respecting which is relatively high 
than the results produced from the proposed 
algorithm by the researcher. However, the delay of 
the proposed algorithm was a bit high as compared 
to the existing algorithm. This might be because the 
researcher added the algorithm to extract and match 
angles of the miniature features on top of the 
distance and the length of miniature features.  
 
However, in Namibian context, the delay is not a 
concern as compared to the security resultant from 
the improved algorithm. The algorithm proposed 
by Sahu and Shrivas (2016), as indicated in Figure 
6 above, showed that both the FRR and the FAR 
rates have been higher as compared to that of 
proposed algorithm by the researcher. 
 
Experimental evaluation 2 
 
The second experiment was done using the FVC 
2002 fingerprints database. The proposed algorithm 
was used to extract the fingerprint features as well 
as to match the fingerprints. The results of the 
proposed algorithm was measured in terms of the 
FRR, FAR and delay. The results obtained are as 
shown in the figure 5. 
 
 
 
 
 
Figure 5: Experimental evaluation 2 of the 
proposed algorithm 
The results from the Figure 5 indicate that the FRR 
and FAR of the proposed system was 0.299% and 
0.06% respectively. The average matching time 
using the proposed algorithm on FVC 2002 
database was found to be 6.23ms.  Similar to the 
experimental evaluation 1, the results have showed 
that the proposed algorithm by the researcher has 
been improved since both the FAR and the FRR 
rates have been significantly reduced. The 
proposed algorithms by both Medina-Pérez et al. 
(2016) and Sahu and Shrivas (2016) have produced 
the higher FRR and FAR as compared to the 
proposed algorithm by the researcher. The delay of 
the proposed algorithm has been low on the FVC 
2002 database as compared to experimenting on the 
FVC 2000 database.  
 
 
Experimental evaluation 3 
 
The second experiment was done using the FVC 
2004 fingerprints database. The proposed algorithm 
was used to extract the fingerprint features as well 
as to match the fingerprints. The results of the 
proposed algorithm were measured in terms of the 
FRR, FAR and delay. The results obtained are as 
shown on the Figure 6. 
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Figure 6: Experimental evaluation 3 of the proposed algorithm 
 
The results from the Figure 6 indicates that the 
FRR and FAR of the proposed system was 
0.0999% and 0.050% respectively. The average 
matching time using the proposed algorithm on 
FVC 2004 database was found to be 8.29ms.  
Similar to the experimental evaluation 1 and 2, the 
results have showed that the proposed algorithm by 
the researcher has been improved since both the 
FAR and the FRR rates have been significantly 
reduced. The delay of the proposed algorithm has 
been low on the FVC 2004 database as compared 
to experimenting on the FVC 2000 database.  
 
5. CONCLUSION 
In this research, the fingerprint details were used 
together with PIN numbers in order to enhance 
the security of ATM systems in Namibia. 
Fingerprint systems is more reliable and it 
provides advanced security as compared to using 
PIN numbers alone. There has been a huge 
growth in ATM transactions and this growth will 
require accurate user identification in order to 
reduce fraudulent activities. The use of PIN 
numbers alone is imperfect in that there is no 
accurate and positive identification of whether 
the person in a position of a correct PIN number 
and an ATM card is authorised to use it. This 
defect can only be solved by using fingerprint 
details together with PIN number details. It is 
difficult to steal someone’s biometric data. PIN 
numbers alone can be easily forged. However, 
mixing these two will result in strong security of 
ATM systems.  
 
The proposed model was developed based on the 
previous mechanisms. Existing algorithms were 
improved and both the FAR and FRR were 
reduced. The time taken to compute the 
fingerprints was also reduced in the proposed 
model. Furthermore, based on the results of the 
qualitative study, the following are the enhanced 
security features of ATMs; combining PIN number 
with fingerprint, OTP and also considering putting 
ATM machines at secure locations. Consider 
cashless and cardless technologies; educating the 
people on ATM frauds.  An emergency button at 
the ATM in case of fraudsters that want to steal 
customer’s money at an ATM.  Combination of 
fingerprint data with PIN number details. The use 
of ATM smartcards provides a strong security as 
smart cards are difficult to clone.  
The concept to combine PIN number and 
fingerprint details has been implemented using C# 
object oriented programming language on 
Microsoft Visual Studio platform that is running on 
the Windows 10 operating system. The fingerprints 
used in this research were obtained from readily 
available fingerprint databases. A total of 240 
fingerprint templates from FVC 2000, FVC 2002 
and FVC 2004 databases have been used. These 
fingerprints from the mentioned databases were 
used to evaluate the proposed algorithms. The FRR 
and FAR were significantly improved by the 
proposed algorithms. The customer has to enter 
PIN number details first before transacting. Once 
the PIN number details are found to be correct, the 
customer will go through the biometric procedure. 
The customer will only be granted access to 
perform transaction once the PIN number details 
and fingerprint details matched. 
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